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LIMITS OF STATISTICAL MODELS
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VALUE OF SYNTHETIC DATA
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FEATURE-CONDITIONED GENERATION
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RESEARCH FOCUS
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A. B. Jasni, A. Manada, and K. Watabe, “DiffuPac: Contextual Mimicry in
Adversarial Packets Generation via Diffusion Model,” NeurlPS 2024.
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DIFFUPAC

DiffuPacD 7 —F7 9V F+

Pcap files Normal
[ Same Sequence- [Masked Uni_direcnonal] B e A
origin Prediction Flow Model k

Conte:&ually

Malicious
packet
sequences

0000000000

q(z¢)ze-q)

Po (Z¢-1|2¢)

Hex number

I
I
E . . . - . . relevant pairing
Bidirectional Packet Seq.
Flm;i-b'ased i T T T T T T T Coz:::afenai(ilon
: y Sp itting —_— -
|_ Session i } @Q@@Q‘.‘.. Zo
: Sben J Smal
Src-to-dst & : ‘ Nocial fhssianes i
E)csttoto-ztrc i BERT > Ogllie(t ;:(l].gn) Pa:k:;lgzcsl.
splittin |
i
I
i
i
I
i

T TETY e

representation e e e B it S et

*" Token |E[czs]| lEso | |Eco | [E[szpll (Eimask) (Esoss |- - [E[PAD]] \‘.

i

Position [ ] [ E,

Q@@??ﬁ!i@a

'

Targeted Noising

Embedding

Tokenization

. 90000

Embedding

.. i B ER
 Segment (TE; ) (B ) (& )...(E ) (CBo ) UEs ) -(Ep )
:‘Embeddmg l , | Forward Reverse

i Sre-to-dst Dst-to-sre P Process Process

-

@ Gaussian Noise



o o J
CoMNETS LAB.

DIFFUPAC RESULTS
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(a) Botnet (b) MITM
Feature o Detection Evasion Rate (MER) Feature i Detection Evasion Rate (MER)
Classifier Classifier
Extractor Extractor GAN
P R Fl & LSTM Ours P F1 & LSTM Ours
PSO PSO
KitNET 0.84 0.94 0.92 37.24% 50.69% 46.48% KitNET 0.92 0.94 091 38.22% 44.39% 53.87 %
& [ & DT 0.79 0.91 0.82 35.88% 49.62% 60.98 % ClC DT 0.74 0.79 0.76 49.98% 57.77% 64.12%
FLowMeter |f 0.99 0.90 0.95 39.78% 42.93% 49.71% FLowMeter g 0.99 0.92 0.94 26.74% 38.64% 52.99%
MLP 0.92 0.84 0.86 41.05% 53.87% 63.05% MLP 0.77 0.72 0.74 52.07% 43.19% 73.21%
SVM 0.99 0.92 0.95 88.79% 91.95% 64.49% SVM 0.74 0.79 0.78 42.11% 45.54% 60.46 %
IR 0.84 091 0.89 24.72% 30.52% 42.08% LR 0.73 0.78 0.72 35.87% 50.04% 47.48%
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MALICIOUS FUNCTIONALITY
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DEEP GRAPH GENERATOR
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CONDITIONAL GENERATION
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K. Watabe, S. Nakazawa, Y. Sato, S. Tsugawa, and K. Nakagawa, “GraphTune: A
Learning-Based Graph Generative Model With Tunable Structural Features,” IEEE
Transactions on Network Science and Engineering, vol. 10, no. 4, 2023.



COMNETS LAB.

GENERATED GRAPH EXAMPLES
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BASELINE MODELS
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CONTROL ACCURACY
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GENERATED FEATURE SPACE
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FEATURE DISTRIBUTIONS
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FEATURE FEEDBACK
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DIFFUSION-BASED GENERATION
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CONTROLLED DISTRIBUTIONS
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CONTROL AND GUARANTEE
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COMNETS LAB.

TRAINING-FREE FEEDBACK

WKDETZ VY LRI NILDRHmITINA 7 A%zHT5

WG SzEcEY Y TILUTERK U, FEIEE DXL %E WKDE THEZES
mICEHT B,
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F3—%

HiERtc W zIEEZIFThPT Wihe, ERBRZEFHEEIICES



CoMNETS LAB.

SAMPLING RESULT

WKDEICc & D kv NEDHE
BIEAPLICKH U. EFREEZEeINICINFE T > 7ILE%Z1000H > JILFRTEEER
T3,

10RTAHV R 14 1000
3.0 WKDE 95 235 308 1000
4.0 10RTAHV R 106 322 340 1000
4.0 WKDE 433 675 708 1000
5.0 10RFTTAHI R 26 68 134 1000
5.0 WKDE 236 429 482 1000

BiEE{EYelck 59, WKDEIF10ORTTHIVAEDZLL DYV JILHBESREGRHE
TC?O
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COMNETS LAB.

CONTROL VS. DIVERSITY

WKDEIZTBE &5 | SR Z ICEZIERED PP TH S
HIEAPL=ADERRYI 572 WL/I\Y 1 oA 1 -— VB EHDOD T CLLIR T
5o

Unique-hash APL distributions (target=4)

GraphTune (target=4, n=325) Chil radial WKDE (target=4, n=176)

T
-== target APL=4 ! -== target APL=4

W H
o o
I

Number of unique WL hashes
N
o

Number of unique WL hashes

fa
o
1

m 1 o m

6 8 10 12

o
1

2 4 6 8 10 12
Actual average path length Actual average path length

T10RTAV R WKDE

WKDEIZBEMENDEFRELIEWVW—A. A =—Y RiEBEIZ325—~176IFH
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COMNETS LAB.

DATALESS / TRAINING-FREE

T—=9 LR PRI FTER

N N
I \ Transformer . :
. R (Cross-Attention -> Self-Attention)
| . D [ H H H B H D [ H H H - H
HIOARHBNAEHR
LI A S
(Sobol) MBETYA—F1 Y |

EHTEAR
HIRE DED = FGHE

+ REH= 14 GumbelSoftmax _ N*N
. SARH= L) ﬁfg@ &~ memws  — Aogit € R
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CoMNeTS LAB.

GENERATION RESULT

=A== BIRICUIc30/— K 757 DERS
RAURBFIDE S/ ( XEEZ 48D DERBRIRTHEEO = AREIC—
Y3,

Generated Graphs satisfying target constraints
Target triangles = 9

Graph 1 | Noise ID =0 Graph 2 | NoiseID =1
Degree =[3,2,2,4,0,4,2,2,1,2,1,3,2,2,3,4,1,4,0,4,5,4,5,3,0,1,1,4,2,3Degree=(3,2,2,4,0,4,2,2,1,2,1,3,2,2,3,4,1,4,0,4,5,4,5,3,0,1,1, 4, 2, 3]
Triangles = 9

Triangles = 9

Graph 3 | Noise ID = 2 Graph 4 | Noise ID = 3
Degree =[3,2,2,4,0,4,2,2,1,2,1,3,2,2,3,4,1,4,0,4,5,4,5,3,0,1,1,4,2, 3Degree = [3,2,2,4,0,4,2,2,1,2,1,3,2,2,3,4,1,4,0,4,5,4,5,3,0,1,1, 4, 2, 3]
Triangles = 9 Triangles = 9




22 GENERATION RESULT

=AU ZBIEICLT30/— R J5 7 DXERSH

BiREZKE5IELIFTH, AUREHATEIDELGRT ST ZEHEICERTE
%o

Generated Graphs satisfying target constraints
Target triangles = 46
Graph 1 | Noise ID = 6 Graph 2 | Noise ID =7

Degree =[8,5,9,5, 8, 8, 4,10,10,7,9,7,9,10,6,8,6,5,4,6,8,5,7,13,6,6, 7, 1De@red = [8, 5,9, 5, 8, 8,4,10,10,7,9,7,9,10,6,8,6,5,4,6,8,5,7,13,6,6, 7, 10, 3, 5]
Triangles = 46 Triangles = 46

Graph 3 | Noise ID =15 Graph 4 | Noise ID = 16
Degree = [8,5,9,5, 8, 8, 4,10,10,7,9,7,9,10,6,8,6,5,4,6,8,5,7,13,6, 6, 7, IDegred = [8, 5, 9, 5, 8, 8, 4,10,10,7,9,7,9,10,6,8,6,5,4,6,8,5,7, 13,6, 6, 7, 10, 3, 5]
Triangles = 46 Triangles = 46




SIMPLICITY
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SUMMARY
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Questions & Discussion



